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Abstract—This paper presents a new framework for design and
validation of industrial automation systems based o systematic
application of formal methods. The engineering metbdology
proposed in this paper is based on the component sign of
automated manufacturing systems from intelligent mehatronic
components. Foundations of such components’ inforntian
infrastructure are the new IEC 61499 architecture ad the
Automation Object concept. Itis illustrated in this work how these
architectures, in conjunction with other advanced échnologies,
such as UML, Simulink and Net Condition/Event Systms, form a
framework that enables pick-and-place design, simation, formal
verification, and deployment with the support of a suite of
software tools. The key feature of the framework ighe inherent
support of formal validation techniques achieved oraccount of
automated transformation among different system modls. The
paper appeals to developers of automation systemsnd of
automation software tools via showing the pathwayatimprove the
system development practices by combining severaksign and
validation methodologies and technologies.

Index Terms—manufacturing automation, mechatronics,
software reusability, software verification and vaidation

I. INTRODUCTION

THE major challenge of embedded system design has bel

recently defined by Henzinger and Sifakis in [1]the
ability to achieve the following goals:

(1) encompass heterogeneous execution and interact

mechanisms for system components;
(2) provide abstractions that isolate

be automated,;
(3) scale by supporting compositional,
construction techniques; and,
(4) ensure the robustness of the resulting systems.
In particular, it is emphasized that “shortcomimsurrent
design, validation, and maintenance processes wafkeare
the most costly and least
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the desig
sub-problems requiring creativity from those tha c

correct-by-

reliable part of embedde

applications” and the main “culprit” of that is &hlack of
rigorous techniques for embedded systems desigtie T
conclusion of [1] states that “...embedded systemsigde
requires a more holistic approach that integratesemtial
paradigms from hardware and software design andraion
theory”. The key features of such an approach sindt“of the
emphasis from design synthesis to design veriboatithe
proof of correctness”, and “frameworks supporting
transformations across heterogeneous model bowsdari

Very similar challenges have been recognized aatt déth
in the industrial automation domain (e.g. see [2§hich
includes good deal of embedded control systemgyddsir
manufacturing applications. In automation, the @@mart of
the design concerns with development and prograiomat
implementation of control logic, and the ultimatesin
success criterion is the correct behaviour of tbatrolled
manufacturing system. This is ensured by veriftratand
validation (V&V) of the controllers through debuggi and
testing of their code, using simulation, and apmyi
correct-by-design  techniques. In particular, coraput
simulation is widely used for prototyping automated
manufacturing systems and, less often, for verifyactual
controller code (e.g. Control Build Validation sefire suit
[3]). However, even the simulation-based debuggiagnot

eal all potential pitfalls of control logic, espally when it is
ecentralised. As a result, complimentary techrsqusd
mathematical proof of correctness (known as formal
iY)t?{ification [4]) are being actively researched. eOsuch
technique is model-checking [5-7]. Model-checkingncbe
Hsed to analyse the embedded control part, indudire
control logic and some details of the underlying-time
platform, or the entire closed-loop plant and coligr system.
The first approach is most common in verificatidrclassic
embedded systems and business software. The emérdris
considered there as an input to the embedded ¢@mnttosome
non-determinism introduced in such inputs can relgroving
the robustness of the verified embedded system.
q Contrary, control systems are usually analyzed qusin
closed-loop models. Model-checking using only aerefpop
model of the controller may help to identify somedasired
controller reactions. However, it is by no meangrapriate to
verify the correct behaviour of the controlled ajevhich
indeed is the major point of concern. This simplétthas often
been (and is still) misunderstood or even negledtethct, no
liveness property can be proven by an open-loopemddis
basic knowledge in automation technology that dlgsihe
control loop significantly changes the behaviourboth the
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plant and the controller. Therefore, any claim #rabpen-loop VIII briefly explains the set of software tools dsén the
analysis of behaviour would prove the correctndgb@plant prototype implementation of the framework and thestf
behaviour under control is wrong. There is a grawinapplication’s experiences are then analyzed. Theempds
recognition of the benefits of the closed-loop aggh in the concluded with a short summary and a plan for futuork in

research community dealing with formal verificatioof
industrial automation systems, as justified, foaraple, in
[8-10]. The main problem for wider adoption of ttiesed-loop
verification is the lack of model design methodsiiach can
transform this activity from a kind of art to a sy atic routine,
well integrated into usual activities of controlgameers.

This paper addresses the issue of model developarght
reuse to cater for the closed-loop verification amatldation
techniques in  industrial automation  domain.
model-integrated design framework is proposed, iwfollows
the object-oriented design principles based onguisitelligent
mechatronic components for design of
manufacturing machines and systems [11-13]. Thadweork
facilitates the closed-loop V&V of complex systemsth
decentralised control logic by supporting simulatio
formal-verification and code deployment. As
implementation concerns, the proposed ideas cansbd to
extend the existing engineering support softwaotst@mr as a
foundation of new toolsets, by combining systemigtesvith
the closed-loop V&V capability.

The main motivation for the formal verification easch in
automation so far has been improving the overd#étgaand
robustness by finding bugs or undesired featurés;hwcould
not be revealed by testing, either on real or satead machine.
In this paper another hypothesis on the utility fofmal
verification is presented and justified in the @t of
reconfigurable and adaptive manufacturing systerid]. [
Testing of new configurations of control systemsagied as a
result of physical reconfiguration of automated ofanturing
systems becomes the main bottleneck for their
commissioning. Therefore, an automated verificaticen
essentially contribute to systems’ flexibility.

The paper is structured as follows. Section Il enés the
problem statement and outlines the goal of thiskwSection
[l outlines the features of the proposed engimegfiamework
and the corresponding data flows to justify the dseéor
component-based design and the corresponding esqeits
to automation system’s internal component orgaiuisaflhe
most important gaps between the proposed framewmakthe
existing model-based engineering concepts are ifahtin
Section IV. The key role of the IEC 61499 standardridging
the practices of control systems design, softwasgnh, and
the industrial automation legacy is also elaborate8ection
IV. Then, the overall modelling structure is propdsn Section
V, which is the base for designing model templaias is
common for the analytic, simulation, computationdan
verification models. The discrete-state modelliagliscussed
in Section VI. In particular, the concept of tramrsfiing the
hybrid Stateflow model to the equivalent discretedel in
timed Net Condition/Event Systems is presentedti@e|l
presents the rationale and details of using forvesiffication
for proving the correctness of new system confitjoing
obtained as a result of a reconfiguration procgsen, Section

automated’

fast

Section IX followed by acknowledgements and refeesn

Il. PROBLEM STATEMENT

Computer-aided verification and validation of autdion
systems requires models of machines’ behaviourldBgj
these from scratch for every machine is very efforisuming
and thus not practical. A structural model composit

papproach is required, which is not only modulart biso

reflects the hierarchical structure of manufactyirmachines
d systems.

In addition, computer simulation cannot reveattad design
pitfalls and cannot cope effectively with distribdtsystems,
and reconfiguration. Thus, it needs to be appenuedhe

theAutomated formal verification techniques. Formaifigation,

in general, requires different type of models thamulation.

Traditionally, the research effort on improving #féciency
of embedded automation systems design was contiegtra
around programming technologies, like controllersige
patterns, refinement of high-level specificationsekecutable
code, and validation of embedded controllers, miggrthem
as yet another embedded computer application. Assalt,
there is no design framework which can efficierdlypport
model development, use and re-use as a consisiendfpthe
automation software development cycle.

This work aims to propose:

an architecture and design flow of automation syste

which can accommodate behavioural models at every

object scale and design stage;

systematic modelling methods, based on the useodém
templates, automatic model transformation and their
re-use; and,

closed-loop verification and validation procedures
integrated with controller development.

IIl. MODEL-INTEGRATEDDESIGN

In this work it is assumed that a new system, sasha
machine or a production cell, is built from avalamtelligent
mechatronic components (IMC), which are providedthsir
vendors along with controllers programmed to penfoa
certain set of operations, and with the abilityctonmunicate
with each other by means of messages and sharad st
controllers can be represented in an abstract nfodal or in
some programming language, and can reside anctoeted in
the IMCs’ embedded control devices (if any).

An overview of the design flow is presented in Higand is
explained as follows. It is assumed that the desighbe
computer-aided and facilitated by a software tdolbat not
necessarily fully automatic. In the first desigepstof a new
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Fig. 1. Sketch of the engineering framework suppgrthe integrated
validation

system, a tool similar to the usual computer-aidiegign
(CAD) tools will facilitate capturing the systentencept (item
in Fig. 1) by picking IMCs from a library and placing

them into the design space. It is also assumed that an IMC is
provided by its vendor along with a repository oftware
components and models (further referred to as repp®f the
IMC intellectual property (IP) or IP repository)uch as
embedded controllers implementing its basic opanati
rendering components visualizing its operationd, modelling
components for simulation and verification. With eth
standardized interfaces and common protocols
inter-component communication, it will be possitdentegrate
IMCs one with another seamlessly in a plug-and-play. The
result of the integration is the overall system elazbnsisting
of a set of interconnected component models arefjiation
models (e.g. protocols). Such system model enabl
closed-loop simulation and formal verification girthe
corresponding software tools , . Thus, the executable
high-level specification of the system’s controlletll be
assembled from the constituent embedded contrgliessibly
with some central controller-coordinator. The towlill
facilitate mapping of the executable specificatioh the
system’s software onto a particular configuratibdistributed
networking hardware . Models for different verification and
use activities (e.g. simulation, model-checkingg@xion) can
be translated one to another, that is achievedsimgicommon
structure and interfaces in all model types. Vesifion will
check whether the integration process has resitiethe
desired behaviour of the entire system.

To illustrate the proposed ideas, a mechatronitesysalled
Workpiece Distribution Station, or WDS, as showifrig. 1
will be used throughout the paper. The system stmsi three
mechatronic components: a Storage unit, a Traosfierand a
control Panel with buttons. The Storage unit is pogsed from
two parts: a Magazine storing a pile of workpieaed a Feeder
shifting the lowest workpiece in the pile to thepmut position.
The Magazine is equipped with a sensor that detdwis
presence of workpieces in the pile. The Feedertlasend

o)

position sensors: one for the retracted positiahtha other for
the extended position of the Feeder's cylinder tsh@he
Transfer unit grasps a workpiece at the outputtipmsdf the
Storage using its vacuum suction and carries itthe
subsequent station. In our experiments two type$rahsfer
units with slightly different parameters are usdthe first
Transfer unit (L-Transfer) uses a stepper motairice the arm
at a constant speed. The second Transfer unit (fdbsfer) is
driven by a DC motor whose speed changes contityatithe
start-up and slow-down phases.

Repository

/™ | Repositor
of Storages | & ~ L~ P Yy
‘ { \ Storage | Right Transfer / i of Transfers

Dmm

Workhiece Dis\tribution Station
{ Panel

B |

Requirements
to the Station

o

Fig. 2. Workpiece Distribution Station design smém fixed system structure
with replaceable components

Repository
of Panels

One particular design scenario of the WDS system is
demonstrated in Fig. 2. The WDS has a fixed strectaf a
Transfer unit picking up workpieces from the Steraand
dropping them to some transportation system omther side.
There is a variety of available IMCs, each of whidn be
inserted into the system. However, the requiremetthe
Iystem’s behaviour do not change with the replactmieany
mechatronic component. Validity of the same requeets
needs to be verified for each new configuration.e Th
requirements can include safety conditions, livengack of
deadlocks), functional correctness, and so on.

es

Models of
behaviour

Human-Machine
Interface

Fig. 3. MVC design pattern architecture

Object’s
interface

In our approach, the internal architecture of tbmponents
in the knowledge repository follows the object-ated
Model-View-Control (MVC) design pattern [15], adadtby
Christensen in [16] to the domain of industrialcamation and
integrated with the IEC 61499 standard architectfirg].
According to the MVC pattern as indicated in Figtt& core
part of the IMC software is organized from two netennected
components:

Autonomous (low-level) Controller, which implements
a set of operations, published as services toseel u
directly or by higher level controller-coordinatand
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Object, which provides an interface to the inpuigoiti

signals of the IMC, or to one of the behaviouralddls

included in its IP repository.
The behavioural Models, provided in the IP repagitoan be
used for verification of the standalone IMC’s beibay, or as
building blocks for creating the behavioural moaofghe whole
system. The identical interface makes the Model prmment
interchangeable with the Object component, thusighag an
easy pathway from simulation to deployment. The luioation
of these two functions enables simulation of thetey in
closed-loop with the actual, ready for deploymestttool code.
Moreover, the simulation model is obtained withighhdegree
of components’ re-use.

Additionally, the View component supports interaeti
simulation by rendering the system’s status basedthe
parameters provided by the Model. It also can basesl in
different deployment scenarios. Being connectedhto real
object instead of the model, the View component weihder
the object's status in real time. Other functiossich as
Diagnostics and Database Logger are also fed bgiateefrom
the Object or the Model. In contrast, the Human-Mae
Interface (HMI) component is connected in the otbkmp
with the controller.

| Controller-Coordinator of the System ]

[ | [ ]

Controller of the

‘Transfer' | 1
i 1
1

Syst

__|Controllerofthe | I Controller of the | _ b \\
N 'Storage’ 'Transfer' Y
o \
" Model of the i
Model of the Model of the ' System 1
'Storage’ | !
!
4

- 1 I}
IP repositories of the components /P reposnory:of the SVS‘?F‘

P
Fig. 4. Component design of a manufacturing system the mechatronic
component

The MVC pattern allows precise closed-loop simolat@nd
formal verification of complex mechatronic systerhy
re-using models of their constituent parts as sedfig. 4 for
our illustrative example. Models and controllers wtfo
mechatronic components are taken from their IP siépaes
and connected one with another in closed-loop. Nsodé
different IMCs are connected with each other, W@mdardized
interfaces, when such a connection is imposed égistem’s
structure.

As a result, the model of the system’s behaviour ba
designed with 100% re-use of the component modéis.
controllers enclosed in the knowledge repositoaiesintended
to be re-used to the maximum extent, but some asamgy be
inevitable. The controller-coordinator in many casell be
required, although it can be avoided in some cedese each
IMC has autonomous behaviour with loose dependendbe
surrounding IMCs. In such cases, the IMCs’ coortilimacan
be purely interlock-based as proposed in [18]. Témulting
system model can be used in the corresponding Vétwity.

Finally, the controller and the model of the whe}stem can be

included into the system’s IP repository.

IV. ENABLING TECHNOLOGIES RELATED WORK

There are existing integrated model-based engingeri
frameworks, such as Matlab/Simulink and Unified Mbidg
Language (UML), but still they do not cover thel fgphectrum
of needs and thus cannot be used consistentlyghou the
whole engineering process as outlined in the pres/gection.

UML accumulates several practices from software
engineering on refinement of specifications to exaisle code
but lacks the support of thinking in the controbereering’'s
way. Consequently, UML has no means to support Isition
with necessary precision and weakly supports tretegys
deployment to distributed embedded targets.

In contrast, Matlab/Simulink provides sufficient ntl
engineering support with code generation for sombezided
targets but lacks support of automation architestusuch as
IEC 61131-3 [18]. Reverse engineering is difficast well as
the mapping to distributed architectures.

None of these frameworks does support formal \eation
per se. There are some research works on geneddtformal
models from both UML and Simulink representatiof,
example [19], but they do not cover the full rargeV&V
activities needed in a consistent engineering fraonk. Thus,
reverse engineering from the formal models backitl or
Simulink models has not been sufficiently worked. ou

In addition to UML and Simulink, the proposed eregring
framework was influenced by and partially relies tire
following concepts and technologies:

- The IEC 61499 function blocks architecture [17]][Mich
provides portable high-level executable specifarati
framework for distributed automation. As a resudt,
complex distributed system combining control,
visualization, simulation, data logging, and socam be
defined in a single “language” and then can beyaeal and
deployed.

- The ideas of mechatronic architectures
model-integrated mechatronics as described in B]lahd
[21], worked out in detail for discrete-state mdidel of
mechatronic systems in [19, 22], and [23].

- The concept of Automation Object (AO), following4]2
and [25], and Semantic Web technologies, in pddicine
Web Ontology Language (OWL) [26], which can be uagd
a mechanism for automatic integration of AOs.

- The progress in discrete-state formal verification
methodologies and tools, and modular formal langaam
particular Net Condition/Event Systems [8]. Themre ather
modular formal modelling languages, which can bedus
the discrete-state verification, for instance irpuiput
automata [27], CNets [28], and MCFSM [29];

- The OOONEIDA approach [30] which suggests re-use of
the models from IP repositories of individual metchiaic
components when a new system is created. The IBG%1
standard and the Automation Object concept offer an
architectural framework for such repositories.

The central element of the proposed framework és1EC
61499 function block (FB) architecture. A FB is@ponent
encapsulating data, algorithms of data processimgrfaces
consisting of event and data inputs/outputs, anéxatution

and
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control function. There are two types of functidadks: remove the simulation capabilities dynamically tee treal
basic FBs, where a state machine implements tlkevice by substituting, appending, or modifying thevice’s
execution control; and, management and scheduling functions. Thus, botllation
composite FBs, where the execution control is inifyi models and other software parts, such as contan, lze
determined by the order of event and datanplemented in a coherent way within the same &&chire.
interconnections among the constituent functiorckdo Models of this form can be used for off-line sintida, as well

Interface Execution Control Chart
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Fig. 5. An example of a basic function block dgiam (controller of the
Storage component): (a) interface, composed of tegad data inputs and
outputs with associations between events and @gt&xecution Control Chart:
a state machine describing reaction on events alhdfalgorithms;

The controller of the Storage mechatronic compoirehtg.
5 is an example of a basic FB. The controller impats the
interlocking protocol from [18], which enables eastegration
with other objects on the right and on the lefnirthe Storage.

If compared to UML, the function block architecture

provides a similar level of abstraction for defimit of basic
components,
algorithms in various programming languages. Isinittive
features include the support of traditional PLCguaanming
languages (of the IEC 61131-3 standard [19]) inside
algorithms, explicit component interfaces,
components and sub-applications defined as netwafrigher
components. In our opinion, the most importantfeabf the
IEC 61499 architecture is the bridging between itiaugl
computing architectures and control architectuBssing the
architecture for embedded computing systems, tl=GE499
supports the block diagram way of thinking of cohtr
engineers. Therefore, the use of function blocksntoapsulate
intellectual property related to a mechatronic conemt
provides a better re-use mechanism and makes theejb
“What You Verify is What You Run” feasible.

When it comes to the deployment to distributed etded
targets, the use of IEC 61499 provides the follgnbenefits.
First, the function blocks are portable
platform-independent execution semantics. Secomdikeu
plain software code, they include additional medns
specification and documentation of their behavi@auch as
Execution Control Charts (ECC) in basic FBs. Thiesgures
simplify the creation of “parameterized templategf
functional and behavioural models, which can besgatied on
demand for a particular mechatronic device andpfuticular
states of the system development workflow.

The IEC 61499 architecture provides the means tbad

compmsit

and have

as online for predictive control, as proposed it][3

A system configuration in IEC 61499 is a model of a
application deployed to computing devices, which also be
used for exhaustive simulation of a particular ribstted
system taking into account details of inter-device
communications. Thus, the use of the IEC 61499itacture
enables verification of complete distributed cohgstems.
The key elements of the system models in IEC 6.48%levice
and resource types and communication and serviegfane
function blocks. These model elements can captuch fine
details as the execution time (depending on CPtbpeance),
memory size, network characteristics, schedulifgpadue to
specific network protocols, and so forth. It wit Bhown in the
next sections that each of these model elementbednrther
formally modelled in a discrete-state formalismeTesultant
discrete-state model will have the same structsith@original
function block system, but can be used for modekking.

V. MODELLING

The IMC’'s models required to be included in the IP
repository can be classified in the following categs:

Functional models consist of description and

namely event-driven state machines and implementation of control algorithms, communication

protocols, visualization functions, and so on. lImet
proposed framework, the IEC 61499 architecturesedas
an intermediate functionality encapsulation languag
represent such models.

Behavioural models capture the uncontrolled behavid
the object. Since there is no single modelling leggp
which could be efficiently used in all the requirgd.V
activities, at least three different forms of model
representations seem to be necessary:

1. A hybrid modein form of a hybrid automaton [33] is a
mathematically rigorous analytic model capturing
both continuous and discrete dynamics of the obfect
hybrid automaton is a state machine where state
transitions happen as discrete events, while cootis
variables change according to some differential

equations assigned to the states. A closest compute

language is the  Stateflow diagram  of
Matlab/Simulink.

2. Executable behavioural modéai form of basic and
composite function blocks of IEC 61499 is used for
off-line simulation in closed-loop with the actual
controller code, or even for embedded online

simulation, enabling predictive control.
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Fig. 6. Structural model of the instance FStorageCTL of the class Storage with Control, the desemplates, corresponding to different system kevel

fits for purpose of modelling simple mechatronigemls. The
The discrete-state moddabs mainly needed for formal right part of the figure shows the behavioural nisds the
verification by model-checking, which is very Feeder obtained by application of this templatee Simulink
computationally hard for the hybrid models. In case block diagram, generated according to the same |&enjs
it is represented in the form of the modular fOFmabresented in Fig. 7, (right, top), with the cormsgence
language called Net Condition/Event Systems (NCE3jetween the Simulink and the function block modelstrated

[8], which is a well established modular discretigtes by arrows.

and discrete-time place-transition formalism simila
Petri nets [34], but with additional

modelling communication. NCES preserve the strgctur

of distributed systems specified in a modular fayfn

Stateflow diagrams and IEC 61499 function blockd an

enables their formal verification. NCES have besedu
in a number of formal verification projects, foraemple
in the one described in [23].

The set of required functions is determined byubke-case
scenarios of mechatronic components, which argtépration
to a system, (ii) testing, simulation and deploymemd (iii)
exploitation and maintenance. The latter scenagag include
re-configuration of the system.

A mechatronic component may consist of other meohat
components. Such a composite component has arioaddiit
description model in form of Mechatronic Object fiams
(MOD) similar to object diagrams in UML. A conceptu
example of such a diagram is presented for thea§éoin Fig.

7. According to the MOD, the Storage can be seera as

hierarchical 3-level structure. The Storage objémtel 1) is
composed of two simpler mechatronic components,ehain
Magazine and a Feeder (level 2). The Feeder, m tonsists
of a linear drive based on a pneumatic cylindertarudsensors
indicating end positions of the drive (level 3).HBgioural
models in each level follow the structural temptasbown in
the left part of Fig. 7. Thus, the Feeder's modetomposed
according to the template “Single process with seisvhich

| ; According to the template the model is composethafe
elements Ortypes of elements explained as follows:
1) Logic status of the process, such as “Moving stdius

the cylinder moving along a linear axis. This pafrthe
model corresponds to the logic part of the mechétro
component and describes how to convert the control
signals to the operation status. Therefore, thig [
purely logical and can be implemented as a finittes
machine (FSM).

Model of dynamic properties, such as “Linear” iy Fr.
This part provides the state of the model that ban
represented by a number of numeric parameters.r Thei
evolution is best described by differential equasioOn

the other hand, reaction on logic control signalguires
purely discrete description mechanisms like FSM.
Therefore, such models are best described as hybrid
automata, whose states can be associated withianvar
functions as follows. The values of continuous eyst
parameters are assigned according to the invariant
functions of the forml(x, f) = 0 associated with a state,
where x represents a numeric system parametert and
denotes local clocks of the state. For examplEign7 the
“Move forward” state of the Linear model descrilthe
dependency Pos:=Speed (first derivative of the
coordinate PPog is assigned to the input parameter

Speed), i.e.

3) Sensors physically present in the modelled objiegtad



SMCC-07-11-0291.R1

that certain parameters are within a certain raofje

values. For instance, the end-position sensorshef t

Feeder indicate the piston’s position in the ingés\j0%,
5%] and [95%, 100%] of its working interval.

The model's elements are connected to each otleer
graphical links representing data flow. For examtile model
of the dynamics “Linear” passes the numeric val@SRan
integer within the interval [0, 100]) to the modeai$ both
Sensors.

Such a modular model structure enables re-use afemo
components. For example, there could be two alidesitical
pneumatic cylinders, different only in their corts@nals. One
cylinder could require separate signals for movingeach
direction, while in the other one the high levelthé same
signal commands to move the piston forth and the lk&vel
drives it backwards. In this case, the models balldifferent
only in the “Moving Status” element. Another bethefisuch a
modular structure is the opportunity to model ecipli
malfunctions of certain elements, such as senaassee how
the control logic reacts on it. The malfunctiona ba modelled
by adding non-determinism to the behaviour of seemsors.
For doing that one just needs to substitute theaintyghes of
certain components, for example change type offuhetion
block instance HOME_SENSOR from “Sensor” to some ne
type “Sensor_with_Fault”, and program it accordyngl

Sysrem':; i Layout { ;
= _concep 1 e
B n = €D Yy

Structural
Model

Hybrid
Model
(Simulink)
et
Deployment and Sirmulation | v ,
Models (IEC 61499) e =y
- o W (NCES) T =
I .

Fig. 7. The data-flow in the model co-design aratial transformation

actual problem.

On the other hand, the MOD can also include desorip of
various relations between the components, for el@amp
directions and properties of material flow, as showFig. 6.
Whese descriptors can be used for automatic gémerat the
material passing parts of the model, for exampktwben

Magazine and Feeder, or between Storage and Transfe

Discrete material flow between components is imgeted

using the Producer-Consumer protocol with buffesiaké 1.

The implementations of the protocol in two of threedelling

languages (NCES and function blocks) are provideBig. 8.

The NCES model is simplified and does not includsging of
the workpiece type from module to module. The wagki
scenario of the protocol is presented in Fig. 8(c).

% RECEIVED

WP_DESTINATION

PRE NEED

RECEIVE

READY|
CONSUMED

BUF NEXT!

NEXT|

®

WP_SOURCE

-----------

PoRECEIVE ¥ RECEIVED
PREV E
T

il fETeuR{or

0

WP_TYPE

WP_SOURCE WP_DESTINATION
Workpiece is
READY) genp
NEED
NEXT EFPE‘!ER Workpiece Is
— received

BUF=0

©

Fig. 8. The discrete “token” passing protocol ketw two models of
mechatronic components, implemented in a) NCESuftion blocks; ¢) a
working scenario

VI.

Discrete-state model-checking of an automationesystan
be used to prove the controller's safety (i.e. daoce of
undesired behaviour), correctness (compliance witle

DISCRETESTATE MODELLING AND MODEL-GENERATION

The template-based model design need be compledheni@ e ifications) and robustness (i.e. correct reactin some

with automatic model transformations in order tduee the

unexpected behaviour of the plant). Considerabdgness has

model-development effort. The flow of possible modeyeen achieved recently in modelling of programmable

transformations is illustrated in Fig. 8. At firshe CAD tool
creates the structural model of the system capiargte MOD
form. Then, the MOD can be refined into a Simulivlkck
diagram based on a particular model template. Bbih
Simulink block diagram model and the MOD can bedberce
for automatic generation of the function block miodad
modular discrete-state model (e.g. in NCES). Initaag the
function block model can also be used to genetreeNCES
model [35] and vice versa. The model-transformatio
capability will add more freedom to the designdipowing
original model development in the language bestditthe

controllers using different discrete-state formals both
traditional PLC based (a survey is presented in)[3Hd
distributed, based on IEC 61499 (e.g. [37, 38]m8mf such
approaches take into account fine but importantildetof
program execution in embedded control devices, ssctiata
interfacing, reaction on external events, multetiding, and
dynamic reconfiguration (e.g. [39]), The controbio (in a
particular environment of operating system,
Bnvironment, etc.) must be verified in closed-losjth the
model of the plant, as discussed in Section I. ktathe explicit
model of the plant can be beneficial for many reaseven to

runtime



SMCC-07-11-0291.R1

reduce the complexity of model-checking. By introieg
certain non-determinism in particular parts of tient model,
for example to the models of sensors, actuators,
communication lines, one can expose the contrtdler more
realistic range of inputs than it can be done engimulation.

In the proposed framework the NCES formalism isduse
discrete-state modelling. Its modularity can presethe
structure of discrete-state model in the analytid simulation
models. Thus, the controller part of the closedlowodel can
be automatically generated. The plant part stils ha be
designed manually. Then, the modular discrete-98i&S
model of the system can be used for
model-checking. Moreover, similar to function blsckthe
modular nature and support of type instantiatidomakexisting
NCES models to be re-used with minor changes.

In order to facilitate the development of plant ralsg the
model-transformation and structural templates gpplied.
NCES models of dynamic properties are generated frgbrid
Stateflow models using the straightforward diseadton
technique, presented in the following.
discretization, for a given grid of the model paeten values
{X1, X2,..., X}, finds the corresponding clock readingst,...,
t,} in which the hybrid model’'s parameter takes theakies.
Then the clock readings are used to parameterizelitrete
timed model.

Speedb>, the time values to be used in the transitiord@mns
of the TAwillbe:5) ;<)=) >?2@< > ><A
or

State-space

In  short,e thrig. 9. Using the model of dynamic properties g tylinder (hybrid state

machine encapsulated in function block LINEAR) &mtomatic generation of
discrete models.

The use of NCES is especially beneficial for mddgllof
distributed systems, composed of several of suadhedi
automata “running” concurrently. Each timed autamal A

Let us assume that the original hybrid automaton idA can be trivially coded in terms of timed NCES, mceding

defined by state transition rules of the followirgnd:

, where each state has associated clocks

t;, which are reset to zero when the state beconte® acis a
continuous parameter, and is a function defining an
invariant while is an active state. The predicate
defines the guard condition of the transition, fransition to
occurs when x reaches the value D.
The discretization transformation of the HA to aalete

NCES model is done via an intermediate timed automa
NCES. Consider the

(TA): HA + discretization info  TA
case of spatial discretization, when the intervialemgth D
(domain of a model’s parameter, e.g. coordinatdivisled into
N subintervals of equal length. The correspondiilged
discrete model needs exact values of times cornetpg to the
coordinate grid points.

The original hybrid automaton HA is transformedfito a

timed automaton TA by converting each transitiole f the
. "# %
HA to a sequence of rules | %

&

with the guard conditions defined by the

+

function( ) « ,—./, where .* 0 is a root of equation

0 for a givema, ie. .© 1 2.7 3 4 (in
case if the equation is not easily solved analljtica numeric
solution can be used).

For example, let's consider the linearly movingfsio& the
cylinder in Fig. 10. For the state “Moving forwardhe
invariant functionl is I(x,t)=x(t)'+ Speed= 0. The solution of

this equation is5 ) * S50, Assuming
D=100, the number of discretization grid poirfts4 and

each state by a place and associatingittie arc with the
interval [T(), ] (intimed NCES an interval [h] is associated

with a place-transition arc where | denotes thedlotound of

the permeability time interval and h correspondshi upper
bound).

The transformation is illustrated in Fig. 9 for tHenear”,
hybrid automaton model. In this example, the rdleis played
by Pos and the state invariant looks likeos+Speed= 0. The
hybrid “Linear” module is used as the source foo tpurely
discrete-state models, explained as follows.

The one on the left-hand side is a very simplifiedtate
model of the linear movement that distinguishesedhr
positions: home (place p1), end (p3), and in betwpe&). This
model distinguishes static and dynamic stateseofitive, but it
does not reflect precisely the location of the griswhile in
movement.

The model on the right is obtained by the discatitts of the
cylinder’s interval into 4 segments of equal lengibsuming
the Speed=5% of the interval per time unit. A tokemplaces
p2, p3, p4, p5 models the position of the cylinideone of the
intervals. Using this model, it will be possible déstinguish
between positions of the cylinder.

Both models can be used in place of the “Lineartme in
the network in Fig. 7 (right, bottom). Depending thie used
model, the precision of model-checking and its clexipy (i.e.
the number of reachable states) will be differemhe
discretisation is an engineering trade-off whichviobsly
decreases the precision of continuous parametengtlrn it
allows checking closed-loop systems, having redsgna
complex controllers and reasonably detailed plandets. The
hybrid “Linear” model can be also easily implemehtes the
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corresponding function block.

VIl. FORMAL VERIFICATION FOR
NEwW CONFIGURATION TESTING

The verification experiment described in this satfiollows
the design scenario illustrated earlier in FigORce the new
system is designed from the corresponding IMCsjiitailation
and verification models will be automatically “asgded” and
then the verification can be performed. The exampiethe
invariant conditions describing the allowed or fdden
situations for the whole system are as follows:

1) The Transfer and workpiece in the Feeder neveidesl|
2) The Transfer is not attempting to return to the&je with

the magazine and includes the scenario leadinggetadllision.

a workpiece when there is another workpiece in the
extended Feeder. Such a situation can happen wigen t

delivery area of the Transfer gets occupied whiteaves,
so the controller of the Transfer may decide tobgak;
and,
3)
unloading position, opposite to the Storage unit.
The verification will check the validity of the mekks
behaviour against the specifications, highlightitbose
invariants which failed for the given model. Thehet
simulation models will be used to illustrate théluiges by
playing back the animated behaviour leading to fHikire.
Following this way, errors in controllers can bsigedetected
to avoid the time consuming testing process.

In particular, problems can arise when
mechatronic components with controllers not taiiote each
other, but designed according to an interlockingtqarol.
Slight differences in the protocol implementatiom one
communicating side can lead to completely diffefetiaviour
of the system. In the described experiment, on¢éhefused
Storage units had a controller incorrectly settitige
interlocking condition “ALLOW_RIGHT”, which enabled
Transfer to approach right after it has startedhjmgs the
workpiece from the left position, rather than onval to the
right position. Conducted simulations did not rdveay
problem in the system’s behaviour. However,
model-checking has shown a situation when thesiofliof the
Transfer and the workpiece can happen. The prolsleows
itself only when a very light workpiece is followdxy a very
heavy one in the magazine. As illustrated in Figy(d), in this
case the Transfer returns back to the Storage éettoe
workpiece arrives, and the workpiece hits the sugkiozzle of

@)

A workpiece is released by the Transfer only at the

(b)

Fig. 10. The use of hybrid model analysis to fimdper discretization intervals
including the collision events. &e=feeder collision eventce=transfer
collision event; b) enlarged collision area

integrating

In real-life applications it is expected that teasons leading
to the failures will be fixed by the designer mahuén the
code of controllers). As a result of this procelss,system will
be commissioned only if it is free of any errorsddiully
complies with the specifications.

The structural and semantic similarities of NCESd an
function blocks help to identify not only the ovitrdesign
pitfalls but also the specific function blocks cags the
problem. The similarity of the NCES and the FB medan be
seen from Fig. 6. The NCES model has the samedgpas

ththe original function block network while each ctgnt

module also has a similar interface compared todtsiterpart
function block.

Although the hybrid model-checking is computatidyal
complex to be used for comprehensive model analgsis
closed-loop models, especially with a sophisticatedtroller
part, it can be extremely useful in the validatfmmework if

the Transfer. The figure shows tkeoordinate of both Feeder @Pplied in a limited scale, which can be illustchtethe sample

and Transfer as a function of time. Two traject®@aee shown
for the Transfer, one for the light workpiece (ghane) and the
other (thick black line) for the heavy. The Feedérajectory is
shown for the case of the heavy workpiece.

The specification of the collision needs to tak® iaccount
that the Transfer is already in the “potential is@tin area”,
while the Feeder enters its potential collisioraeafeig. 10(b)).

system as shown in Fig. 10.

The events of entering the potential collision areae
determined by the coordinate of each object andl neebe
included in the behaviour of their respective NCE8dels.
Provided that the position in those models is gateer by the
discretized counterpart of the “Linear” model (frétig. 9), the
timing intervals on the arcs need to include timeetiof such

One sees in Fig. 10(a) that the collision doeshagipen if a €vVent occurrences. The cqllision points can bg vddri
heavy workpiece follows another heavy one. Thabsolutely formally by exposing the system’s hybmddel,
model-checking of the discrete-state timed NCES ehodWhich can be obtained following the pattern in Figas a
explores all possible combinations of workpieceuseges in Combination of the “black box” models of the Trarsand
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Feeder dynamics plus models of their controllers,the
CheckMate model checker [40] that works
Matlab/Simulink Stateflow.

Fig. 11. Full CheckMate model for finding collisidime of the
FEEDER-TRANSFER system

Fig. 11 presents a sample CheckMate model which lmeay
used to find the collision point of the system oitége modelled
properly in Simulink. This model is built in ordéo verify
whether the collision between the Feeder and Teansill
happen. The CheckMate model is constructed by caindpi

10

This is when both Feeder and Transfer enter theetans

withzone. Therefore the discretisation rate must besamso that

this collision point at time 118.75 sec will be luded in the
grid.

VIIl. TOOLS AND EXPERIENCES

The V&V framework for Intelligent Mechatronic
Components outlined in this paper has been partiall
implemented in a number of software tools. In igrent state,
a mechatronic system can be initially modelled umction
blocks using FBench [41], which is an open-sountegrated
extensible development environment for
simulating, analyzing, and deploying IEC 61499 aapions.
The function block models of controllers are thatoaatically
translated into the functionally equivalent NCESdwig by the
NCES model generator plug-in of FBench, while thanp
models are manually created in the Visual NCESdE(itiEd)
[42]. VIEd is a full-featured editor for designirand editing
NCES models represented in XML files, which carstoeed in
a common repository to accelerate the modellinggss. The
NCES models are then assembled and visually ardilsgne
verified using the model checkers implemented & \isual
Verifier (ViVe) [42] with safety and liveness praties, for
example, specified in both computational tree Idgi8] and
predicate logic. VIiEd and ViVe have been integradad form
the Visual Verification framework. Furthermore, thEeb
Ontology Language and the Protégé tool [44] aral e a
framework to define interrelations between modslpraposed
in [45].

The presented design methodology has been applied i

several research projects, starting from the testbasisting of

standard Simulink blocks (Finite State Machine Rloc three mechatronic stations whose implementationreasrted

(FSMB)) with two custom block types: Polyhedral &sinold
Bloc (PTHB) sets up the constraints regarding toghsitions
of Feeder and Transfer (i.e. “tate” presents “Tiansat
Extended position” and “fatr” presents “Feeder atriRved
position” etc). The Switched Continuous System BR&c
(SCSB) sets the initial values and the paramegdatimg to this
verification scenario. FSMB contains the hybridestaodels of
the closed-loop control system that is verified: &€ach type of
workpiece the corresponding movement duration (fsbant to
the entrance of the collision area) can be deravatlincluded
in the timed NCES model as described in Section V.

In order to find the collision time of the Feededd ransfer
units, Matlab/Simulink and CheckMate were used todeh
both the plants and the controllers of the twosunihe model
is built based on the assumption where the cofli$iappened
when both Feeder and Transfer enter the “dangerans’ (as
per Fig. 11). There are several ways one can fieccollision
time with Matlab/Simulink package, one of whicht@ use
CheckMate as demonstrated here. In Fig. 12, theedkoop
model of the system containing Feeder and Transféuilt,
and the scope monitors the positions of the tweswamd plots
them in respect to time.

In the scenario described in Fig. 12, the collidgiappened at
time 118.75 sec after arrival of “workpiece avaliéabignal”.

in [46], and extending the scale by an order of mitage as
described in [31, 48-50]. The design templates amatlel
transformation can be efficiently applied to theagjvical
models of Simulink, function blocks, and NCES usitg
graphs transformation approach supported, for elgmy the
AGG software tool [51].

Both qualitative and quantitative benefits were ntega be
achieved and the conducted laboratory experimentseghese
expectations. The qualitative benefits are in dnglihe design
of more intelligent automation systems having bette
reconfiguration potential than the existing systeamsl higher
reliability and robustness. This is a clear advamet as
compared to the state of the art in industry, whtre
simulation in the loop with the actual, ready to deployed
code is not common. The use of IEC 61499 functionks and
of the MVC pattern enables this scenario, and thadeh
transformations allow the application of model-dtieg in the
cases when analytic methods and hybrid verificatiom not
applicable for complexity reasons. Another qualitatbenefit
is the possibility of running “embedded simulatioim’ the
deployed configurations, providing systematic ude the
predictive control concept. The quantitative besefire in
reduced design effort for creation of new systend af their
reconfigurations.

engineering,



SMCC-07-11-0291.R1

IX. CONCLUSIONS ANDOUTLOOK

This work attempted to outline the methodology ofistic
automation systems design which inherently supponmange
of verification and validation scenarios as a pafrtsystem
development. The architecture of the correspondiagign

framework is presented, and the underlying models a

proposed. It is shown how the IEC 61499 architecprovides
the executable specification level that
methodology. In particular, it is shown which faas are
essential and how they are to be applied in omlé@nplement
the holistic design concept and benefit from it.

In order to integrate models of plant behaviour aih
verification and validation scenarios, a method $buctural
design of such models is proposed. The methodptemmented
in the form of graph templates supported by statided
interfaces and protocols and model transformagahriques.
The latter allow deriving from analytic Simulinkééflow
diagram both an executable function block simutativodel
and modular discrete-state model suitable for stpsee
model-checking. The discretization algorithm isserged in a
constructive way along with a method for derivinget
discretization interval using the hybrid model (Matlab
Simulink/Stateflow and CheckMate). Summarizing,
reported results of the on-going research congitboitsolving
the grand challenge [1] by developing a way to emgass
heterogeneous execution and interaction mechanifoms
system components (analytic, simulation and vexiin
models and scenarios), provide abstractions tl@ates the
design sub-problems requiring human creativity fthose that
can be automated (e.g. automatic model-generatiomédels
of controllers and model transformation for modaigplant),
which enables correct-by-construction models (bged
following the proposed templates and patterns),eumhtually
ensures the robustness of the entire system.

However, the amount of work to completely solve th([e

“embedded grand challenge” in the industrial autiona
domain is still enormous and cannot be accomplidhmdthe
work of one group of researchers. Our efforts balifocusing
on the development of standardized data modelsostipg the
model types discussed in this paper, and integratiothe
software tools in an open tool chain implementing tlesign
flow from Fig. 1. The framework is intended to bephbed to
more complicated industrial systems in order to diestrate its
tangible benefits.
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